FOOD DEFENCE

Risk and Response
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We help build better futures for business



Overview

Food Defence - what is it?
Product Tampering
Strategies to mitigate risk

You suspect tampering -
INK

Response Steps

Your food defence plan




Sabotage - it's been around for a
while!

1978 Netherlands 1982 Chicago
Mercury Potassium cyanide
Germany, Spain,

England, Morocco

!!!!!!



Sabotage - it’s been around for a

1984 USA 2010 USA 2003
Needles Sand & Grit Supermarket Michigan
17 States 50 episodes Insecticide

111 people
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Sabotage - it's been around for a
while!

boneless skinless

m- Chicken Breast Fnlets

K% A vt won
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Sabotage - it's been around for a

What you can see What you CAN’T see
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Sabotage - changes in momentum

1989 UK 2003 Italy
Heinz & Cow and Gate 20 cities

Glass, razor blades, Suspected copy
pins, caustic soda cats

Suspected copy cats
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Sabotage - changes in momentum

2006 Australia
Rat Poison
Queensland
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Sabotage

Discussion

What are your observations from the above
examples?

optimum

‘‘‘‘‘‘‘



What is FOOD DEFENCE?

Food defence is the protection of food products from intentional contamination or
adulteration by biological, chemical, physical, or radiological agents introduced for
the purpose of causing harm.

It addresses additional concerns including physical, personnel and operational
security.
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Relationship:

Food Safety and Food Defence

el

Food Safety
Minimising
unintentional
contamination

Food Defence
e

intentional

contamination

Food Fraud

Deception,
using food,
for economic gain

Food Security

Access to

adequate supplies
of safe food
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Relationship: :
What makes someone pick you or

your produce?

You

Your produce Random

Your industry victim
MOTIVE MOTIVE
M'on'ey | Tlme oo
Elimination Slowly Rapidly o ering
. planned Lag planning Boredom
Revenge o
Political

o



FOOD DEFENCE - Who is acting and

in what purpose?

* Political, religious * Employees
terrorism Driven by wishes of
Driven by change of revenge (ie dismissal)

culture, politics!

In search of media
Impact
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FOOD DEFENCE - Who is acting and

in what purpose?

* Sub-contractors * Competitors
* franchise owners? Search of destabilization
* Co packers?

Driven by revenge,
repression
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FOOD DEFENCE - Who is acting and

in what purpose?

e Radom individual
* Foolish act

No rational motive, not
in direct search of
consequence on the
consumer, but looking for
a collateral effect
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FOOD DEFENCE - Who is acting and

in what purpose?

MAIN THREAT CATEGORIES

e 70% of cases observed

Employees or temporary
employees, sub-
contractors, infiltrated
activists

Loss of confidence in food
safety

Widespread fear

Less common — drivers
and SupplierS, Organised Catastrophic public health
grOUpS impact




What happens when it
Is outside your control?

optimum
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FOOD DEFENCE - Your sphere of

focus

Raw materials Employess
* Ingredients N Visitors

* Packaging material /
« Water i‘a E—

Traceability

Plant
contractors/sarvices

« Pest control Traceability

» Cleaning and disinfection
« Maintenance
«» Temporary workers Lioe
. Finished
«» Construction workers products

©
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Strategies to mitigate risk

FOOD DEFENSE PLAN

o , Food Food
\'u:w—(irabllmﬂy Mltlgatqon Hotonce defonse
assessment strategies monitoring verification
I Record-Keeping |l
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WORKSHOP — Think like a Bad Guy

Qisier s Inin Y

sveess o hvim ledpee
access Ly o

f want...! romoa ¢ iepa | abaiacle

]”m:n-:-l'nu--. I ¢: [ OPPORTUNIY I
h‘ T T

M Wl | Iy

eeas 1o viclaim
dintumee lroom crimpi

ik Visihbe shgfis

kmoves sieoim s habibis
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THINK LIKE THE BAD GUY.....Why?

MAN ARRESTED

SHEBOYGAN COUNTY

https://www.youtube.com/watch?v=5iSb1H3MbDU

optimum
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https://www.youtube.com/watch?v=5iSb1H3MbDU

Why?



https://www.youtube.com/watch?v=ZtjVEBZWweM

A.L.E.R.T — Risk Management

A - How do you Assure supplies and ingredients are
safe and secure?

L_How do you Look after the security of the
products and ingredients in your facility?

E -What do you know about your Employees and
people coming in and out of your facility?

R-could you Report on the security of your
products while they are under your control?

T -What do you do and who do you notify if you
have a Threat or an issue at your facility?




FOOD DEFENCE - Your sphere of

focus

Raw materials Employess
« Ingredients Visitors
* Packaging material

« Water

Traceability

Plant
contractors/sarvices

« Pest control Traceability

» Cleaning and disinfection
« Maintenance
« Temporary workers =
, Finished
Construction workers products

©
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Strategies to mitigate risk

FOOD DEFENSE PLAN

il | Food Food
\'u:w—(irabllmﬂy Mltlgatqon Hotonce defonse
assessment strategies monitoring verification
& I Record-Keeping |l
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Vulnerability Assessment:

9 Questions to consider

Is your outside perimeter secure?
Is access within your operation limited?
Are your processes secure?

Is your shipping and receiving secure?

optimum
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Vulnerability Assessment:

9 Questions

Do you have an inventory system for
stored materials?

s access to your water supply limited?
s mail opened away from sensitive areas?

Do you have screening and training
orocedures for your workforce?

s access to sensitive areas limited?
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Strategies to mitigate risk

FOOD DEFENSE PLAN

il | Food Food
\'u:w—(irabllmﬂy Mltlgatqon Hotonce defonse
assessment strategies monitoring verification
& I Record-Keeping |l
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Strategies to Reduce Risk

* Vulnerability Areas
* People
* Property & Access
* Approved Suppliers and Raw Materials

* Plant and Equipment
o o Raw materials rer——
* Finished Products LocorcdB etts

Plant
contractors/services
« Pest control

« Cleaning and disinfection
« Maintenance

« Temporary workers
= Construction workers
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YOUR PEOPLE

Key line of defence
“Eyes and Ears”



PEOPLE

Employees
e |dentification

* Background Checks
* Restrictions
* Training

Non Employees

* Log book
* |dentification
* Supervision

* Restrictions
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PEOPLE F.I.LR.S.T

F — Follow your company’s food defence plan and
procedures

| - Inspect your work area and surrounding areas
R - Recognize anything out of the ordinary
S —secure all ingredients, supplies and finished product

T - Tell management if you notice anything unusual or
suspicious
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APPROVED SUPPLIERS — Raw Materials

Figure 12: Perceptions of the easiest procurement methods to corrupt

11%
15% ’
36% 38%
16% 21%
29%
35% 390
’ 31%
19% 18%
m
Direct Procurementvia Panel contracts Tendering to
negotiations non-tendered win a contract
quotations
@ ist 2nd 3rd 4th
Mostvulnerable Least vulnerable

Source: http://www.ibac.vic.gov.au/publications-and-resources/HTML/perceptions-of-
corruption-survey/vulnerabilities-within-the-procurement-process
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APPROVED SUPPLIERS — Raw Materials

* Vulnerabilities in the procurement process
* Transparency — know your supplier

F11 Supplier table (example)
Business name: Great Avstralicuwn Produce

Suppliers of materials and services that may introduce a food safety risk are identified. These may include:

e Agricultural chemicals — supplier, application ® Chemicals — cleaning, water treatment e Fertilisers and soil additives e  Portable toilets
* Agronomist/technical advisor e Contract cleaning — food contact equipment, e Laboratory testing * Produce
* Bins, tubs, crates, packaging premises e Pest control e Transport
e (alibration — scales, thermometers, cool rooms e Contract labour ®  Planting materials e Water
Input m.aterlallsenﬂce that . R e Gr If no longer sourcing from supplier
may introduce a food Name of supplier Completed by
; mode of approval approved Date removed Reason for removal
safety risk
AG Chemv .
Chemicaly g ) Agsafe accredited 12/2/16 A Grower
Services
Certified to- ASH454 for
evtiliser ext suppliery 12/2/16 A Grower
F Fert supp allprodusct supplied. “
Fertiliser spreading Fevtspread Written declavation 14/2/15 A Grower
Packaging ABC Cavtonsy Certification 20/2/16 A Grower
Equipment Novthern i i
Certification 20/2/16 A Growesr
calibvation Scales Hicats “
Portuble toilety Duwnny Hive Written declavation | 20/2/16 A Grower
- . - - _ Poor service, incorrect
Transport Transfruit Written declavation. | 23/2/15 A Grower 23/2/15
sorage tempy
Transpoirt Fruit-trang Certification 24/2/15 A Grower

FRESHCARE FOOD SAFETY & QUALITY EDITION 4 — FORM REF1606

F11 SUPPLIER TABLE (EXAMPLE)




PROPERTY AND ACCESS

Raw materials Employess
* Ingredients Visitors
* Packaging material

« Water
Traceability
Plant
contractors/services
« Pest control Traceability
« Cleaning and disinfection
« Maintenance
» Temporary workers Finished
« Construction workers products @
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CHEMICAL /
HAZARDOUS GOODS

Storage Inventory

=,
A0 SHIKING
GASO' INE

WENKE




CHEMICALS / HAZARDOUS GOODS

F4 Chemical authorisation record (example)

Business hame: Great Awstiralion Prodice

When an authorised person is not present, this chemical storage area is to be kept locked.

Alex Grower is responsible for the security, storage, handling, application and disposal of chemicals used on this property, and the
training and supervision of workers who store, handle, apply and dispose of chemicals.

The following workers are authorised:

Authorised person Authorised for (Y or N) Supervisor’s signature Date

Storage

Handling

Alex Grower 8% Mawch 2016

Application

Disposal

Storage

Handling

Fred Care 8% Mawch 2016

Application

Disposal

Storage

Dee G Handling
ee Goodr

G rarer 8% Mauch 2016
Application -

R A e e e
N

Disposal

Storage

Handling

Application

Disposal @

FRESHCARE FOOD SAFETY & QUALITY EDITION 4 — FORM REF1606 F4 CHEMICAL AUTHORISATION RECORD (EXAMPLE) optimum

standard




CHEMICALS / HAZARDOUS GOODS

F4 Chemical inventory (example)

Business name: Great Awstralicn Produce

Label Quantity | Permit no. and Disposal of chemical/container
Da.te e Product name Batch n.o. expiry (|nc|u€limg permit expiry Name of
received (where available) date/ | container date Date Method person
DomM* size) (if applicable) responsible
Unknown | P BWING |\ dnagter Duo-| 1774210533 MD 5¢ 12/4716 | 3¥ruve | red cave
Service 11/13 Drununuster
. Pes 14
11/12/15 Norco Vertimec 5566792 MD 14 Per 14618
03/15 2020
. - MD
11/12/15 Norco Lepidex S- 3345231 104
P O4/14
29/1/16 Noveo- Bulldock 25 EC 26754M MO 51
10/15
14/2/16 Norco Success Neo 8765-99985 5¢
28/2/16 | RWABWYING | \\oodmaster Duo| 2148780533 MD 51
Service 10/15

*DOM = Date of Manufacture

Stored chemicals are checked at least annually to identify and segregate chemicals for disposal that have:

* exceeded the label expiry date * had their registration withdrawn
o exceeded the permit expiry date e containers that are leaking, corroded or have illegible labels
Checked by: Fred Cave Date checked: 12/4/16 @
FRESHCARE FOOD SAFETY & QUALITY EDITION 4 — FORM REF1606 F4 CHEMICAL INVENTORY (EXAMPLE)
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WATER STORAGE AREAS / TANKS

F6 Water source record (example)

Business name: Great Avstraliow Produce

Feetane Postharvest
Water source (including block, crop and mode of iR crope i it vty Completed by Date completed
water use)
Courot and Zucchini
Cawvot - prew (
Bottom Daun Veg blocks; Gty ::fpr wiéig% Alex Grower 21/2/16
overhead wrigation 1 ’
Avoc 5 ol blocks;
Top Dam e ol Doy . Alex Grower 21/2/16
drip wrigation
Bove 1 Spray application; all cropy - Alex Grower 21/2/16
AW postharvest water wsed:
Town water . onAvocadoy and Zucchinik | 1o, Grower 21/2/16
Final wash water used on
cairoty.

©
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WATER STORAGE AREAS / TANKS

F6 Water treatment monitoring record (example)

Business name: Great Awstralion Prodice

Method of water treatment: Chlorination

What is monitored/checked to ensure treatment is effective (e.g. pH, freely available chlorine)? pl{ = 4#.5-50; FAC = 50-60ppwv

Frequency of monitoring: thoexa/dow

e
Date/time Result Is water treatment effective? If no, detail the action taken Checked by
(Yes/No)
12/2/16 10w Ok - pink Yey Alex Grower
12/2/16 2pmv Ok - pink Yes Fred Care
13/2/16 10auwn Ok - pink Yes Alex Grower
13/2/16 2pm Ok - pink Yes Fred Care
Adjusted dosage of chlovine; retested .
14/2/16 10cuw ail - green No- . ’ Alex Grower
12/ F g water, re~-washed produice: a
14/2/16 2pm Ok - pink Yes Fred Care
FRESHCARE FOOD SAFETY & QUALITY EDITION 4 — FORM REF1606 F6 WATER TREATMENT MONITORING RECORD (EXAMPLE) @
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FACILITIES

Report: Woman burns down farm, vehicles causing nearly $200k worth of

By Ray Rivera | July 31, 2015 at 4:54 PM EST - Updated July 11 at 10:15 AM @

http://www.live5news.com/story/29681330/report-woman-burns-down-farm-vehicles-causing-nearly-200k-worth-of-damage/




FACILITIES

@ O ®

CONTRACTORS/  PEST CONTROL CLEANING & MAINTENANCE CONSTRUCTION
SERVICES SANITATION

DON’T FORGET STORAGE AREAS

!!!!!!



Facilities Chec

F8 Facilities audit checklist (example)

Business name: Great Awstralion Prodice

Page 10of2

Location/area: Packing shed

For produce packed for retail sale (this includes, but is not limited to, retail crates and pre-packs).

Requirement

Checked by: Alex Grower

Checked by:

Checked by:

Date of check: 18/3/16

Date of check:

Date of check:

Yes, No or N/A

Yes, No or N/A

Yes, No or N/A

Cleaning: Staff facilities; production arega;
product contact surfaces; equipment;
storage areas.

Yes

Comments/actions

Ay per cleaning plan

Packing environment: Appropriately
equipped and maintained; adequate lighting.

No- - light out

Comments/actions

Light replaced; staff made
awawe lo-repoit to- manager

Equipment: Clean; maintained. Yes
Comments/actions Ay per cleaning plan
Scales and cool rooms: Calibrated. Yes
Comments/actions Calibration recordy sighted
Packaging: Appro.priate for use;l clean and Yey

free of foreign objects; appropriate stored.

Comments/actions Shed/proi’,‘oco-b

FRESHCARE FOOD SAFETY & QUALITY EDITION 4 — FORM REF1606

F8 FACILITIES AUDIT CHECKLIST (EXAMPLE)

©
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VEHICLES / DELIVERIES

As a minimum:

CHECK 1 representative sample per receival /
load

RECORD check @
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FINISHED PRODUCT

Effective: 1November 2006 . FreSh specs

PRODUCE SPECIFICATIONS
PRODUCE: APPLE

TYPE Red

As a minimum: cus =

GENERAL APPEARANCE CRITERIA

-

VARIETY Pink Lady
NOTES

Colour Pirk-light red flush aver » 50% of fruit surface; pale green-cream ground colour, white flesh with greenish tinge.

Skin smooth to slightly bumpy and stem intact. Stems may be missing provided that the break is clean and there is
no torn flesh or skin. No foreign matter. Generic industry fruit sticker showing PLU number or bar code and

[ES Bppe produce variety (Suppiier branded stickers preferred.) Stickers to cover a minimum of 85 % of fruit intended to be
sold loose, except pre pack fruit.
I N S P E CT Sensory Crisp, juicy flesh; no objectionable odours or tastes.
Shape Reund to round-conical, Hattened at base/apex. No irregular curvatures or distorted shapes.
Size Eventy sized fruit (as pre-ordered per requirements). Apples supplied in 1.5 kg pre-packs to be 64 - §7 mm diameter.

Maturity Haruested ripe, minimum penetrameter value (1mm plunger): 5.8 - 6.0 kg. Brix > 13.5° (Soluble Solids) at receival

MAJOR DEFECTS

Insects With evidence of live insects.
S With Fungal or bacterial rots of the skin or flesh {eg Anthracnose, blue mauld, grey mould).

With sunken spots surrcunded by red/ black halo (Apple scab).

With cuts. holes. cracks or wounds (that break the skin). Stem punctures should not exceed 3 pieces per carton.
PSS Enk DRage: With deep, soft bruises that have distinct edges and are indented or watersosked lesions

With brown discolouration of the skin (superficial scald).

With intemal breakdown or browning (senescent frusit).
EOFONie DORCEs With Bitter pit / Lenticel injury.

With transiucent core flesh (watercare); with brown core or intemal cavities (brown heart)

.
With skin discolouration (sunbum).
CHECK 1 representative b e o o s i oo
: With minor superficial bruises eg flat/ sunken areas slightly darker than skin colour with no distinct edges or
samble per dispatc e e
With healed injuries in skin {ag hail marks, limb rub), affecting in aggregate » 1sq am.

With stem end russet affecting = 6 sqcm.
With scattered cheek russet affecting > 2sq cm.

I O a d Physiological Disorder With dropped shoulders » 15° angle from the calyx.

CONSIGNMENT CRITERIA

Skin Marks/Blemishes

Total minor defects (within allowance limit) to be < 2 defects per apple. Total minor defects (outside allowance

Tolerance Per Consignment limit} must not exceed 10% of consignment. Total major defects must not exceed 2 % of consignment. Combined
Total not to exceed 10%.
Packaging manufactured from new food grade materials or it crates. All Labelli meet the
Packaging & Labelling current legislative requirements. Labelling to identify grower’s name/brand (plus growers namejcode if viaa

packhouse), address, contents, class, size and/or minimum net weight. Produce to identify Counttry of Origin (eg.

R I CO R D C h eC k Produce of Australia) on outer container.
Shelf Life Produce must provide not bess than 14 days dear shelf life from date of receival.

Compliance with Quarantine Treatments {if required) for ig Stacked stabilised pallet
Receival Conditions as pre-ordered. Refri an with air bag g ise approved. Pulp T 4-10°C.

(12° C acceptable for the first 2 weeks of its season)

All iicals used pre/p st be reg: d approved for use inaccardance with the requirements
Chemical & Containment Residues  of tha APVMA regulatory system. Residues, Contaminants and Haawvy Metals to comply to the FSANZ Food

Standards Code ML's and MEL's.

Produce is to be grown and packed under a HACCP based food safety program that is subject to anannual third-
Fo0d Sefaty Reng ooty party audit. & copy of current certification to be forwarded to receiver.
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SECURITY

PHYSICAL

* Perimeters
Lighting
Access points
Storage

Keys

INCOMING
* Paperwork

INSIDE

 Mail /IT

* Changes in inventory
* Emergency Response
 Storage ( products / packaging) @
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SECURITY - RESOURCES

NSW Police Force Farm Security Assessment

COPS Event Mo (Pofios Lise Onlyl

D= Time
Ha=

Aodress [Siest)

ExburbiTown Frosicods
Teimphore Mo

No.  Guestion Yes Mo WA Comment

RMEB Number | Property Name

1 ks the RAE number and property
e Cheary visibie from Se noad ™

2 A= these visibie at nignt?

Fences and Gates
3 Ameboundary fences and gates
In good eondtion?

4 Are gabes securely fiSed and cani

ey be lnched?
Waming Signs
5 A=t saming sgns dspiayed
on the boundary fences and gat=s
‘on the propertyT
Landscaping

B Are trees and bushes amund e

Lighting
T Is theene securiy Bghting (eg: sensor

lights} Irestailexd amound the
homestead and sheds?

8 Doyourave lght imers inside the

horesiead o shedsT @
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Tech Crime

Petya cyber attack: Cadbury chocolate factoryin
Tasmania hit by ransomware

ABC Radio Hobart
Updated 28 Jun 2017, 4:55pm

important files are encrypted

this text then your files are no longer accessible, be
encrypted Perhaps you are busy looking for a way to recs
but don't waste your time. Nobody can recover your files withot

jption service.

e guarantee that you can recover all your files safely and easily All you
need to do is submit the payment and purchase the decryption key

Please follow the instructions:
1. Send $388 worth of Bitcoin to following address:

1Mz 7153HMuxXTuRZR1t 78nGSdzaft NbBHX

2. Send your Bitcoin wallet ID and personal installation key to e-mail
wousnith123456@posteo.net. Your personal installation key:

JZHCNg - PyRSxx—G195PU-SP2pHv-yh TNOG-ncENFB-LNGaUU-PnehF T-bde iyd-Fzx iuG

1f you already purchased your key, please enter it below.
Key:

©
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INFORMATION

* Sensitive
* Computer Systems —
where is your data?

* Trend Analysis

Safeguard

DSOS

./
g

y :
— VS 4

your information

In the past six years, identity thieves have stolen more than $107 billion*,
Here are some do’s and don'’ts to help protect your information.

D M EE 4 J

Create a complex password with letters, numbers
and symbols and don't reuse them on multiple accounts.

Look for security-enabled web addresses which begin
with “https://"” when banking and shopping online.

Think about what you post on social media
as cybercriminals look for “too much information.”

Don’t send any personal identifying information in
an email.

Don’t click on links or open attachments in emails
from people you don't know — delete them.

Don’t use public Wi-Fi to conduct personal banking
or financial transactions.



High Tech Crime — Next Wave

Australian Federal Police:
 Computer intrusions (i.e. malicious hacking)

* Unauthorised modification of data including
destruction of data

* Disrupted denial of service (DDoS) attacks using
botnets

* The creation and disruption of malicious software
(i.e. visuses, worms, trojans)

©
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New Technology

 What do we need
to consider with
food defence?

uuuuuuu



Wireless and Mobile Technologies

* Mobile Devices

* Instant Messaging
* Wireless Networks
* Drones

* RFID

FARN HARVEST

AUTOMATION



Strategies to mitigate risk

( d - |

FOOD DEFENSE PLAN

N : ‘ Food Food
\ ug(jrabll!iy M|t1gat!0n defense defense
assessment strategies monitoring verification

I Record-Keeping |l
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MONITORING & VERIFICATION

O

INSPECTIONS (I.E. VISITOR CONTROL TRAINING DOORS / ACCESS
FACILITIES, SECURITY POINTS
SYSTEMS, LIGHTING)

APPROVED CHEMICALS - TEST YOUR PLAN
SUPPLIERS — RANDOM SAMPLE
RANDOM SAMPLE

©
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MANAGEMENT REVIEW

Commitment, PIanning and Resources
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What if you suspect tampering?

* How do you find out?

* What happens next?

optimum
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What happens?

WHO RECALLS FOOD IN AUSTRALIA?

FSANZ can't order or force a food recall. Only Australian states and
territories have enforcement powers to mandate, order or force a

FOOD BUSINESSES

Must notify their business
customers and local food
enforcement agency that a food
recall is needed.

Must provide information to FSANZ
about the recalled food.

Must notify the public of the recall

1)

recall if necessary.

ENFORCEMENT AGENCIES

Confirm that a recall is needed
and work with the food business
to recall the food.

Check that the business is
effectively recalling the food.

FSANZ

Coordinates the recall with the
relevant jurisdiction and food
business.

Informs government, industry
and international government
contacts of the recall and advises
consumers via the FSANZ website
and social media platforms.




Case stuay- = :
Insights to assist if product tampering

occurs

If it’s your product ... or product type!

SHEARING LETTUCE RECALL
[\ | 2"} £ Several brands of pre-packed lettuce mix inked to samonela outbreak B ONE

Even if it is your product, you may not be in control of the initial
message or its timing

!!!!!!



Insights to consider if product
tampering occurs

B Needle contamination
spreads to more fruits 2

optimum
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Insights to consider if p

tampering occurs

Queensland

& Everton Perk
# Redbank Plzins
5 Gatton

# Gladstons

NSW

® Police Statement

4 Condell Park
@ The Pands
& Tweed Heads

.. Bmore

Victoria

& Midura
& Ballarat
'i Seymour
5 Yarram
& Preston

* Deer Park

Australia

South Australia

& Jamestown
* Littlehampton

* Marphett Vale

Western Australia

* Yark
ﬁ Spearwood
& Kelmscont

# Bull Creek

Tasmania

& Kingston

* Raosny Park

©
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Case study - = :
Insights to assist if product tampering

occurs

If it’s your product ... or product type!

All communication ... honest, m
transparent, relevant, timely, non- gocial ' .
defensive, and delivered with esoriie . Media !
humility. e

congen Interest
When was the last time you did a dry »

|Friends

run on your crisis communications ... Community
did you consider every form?

You

nnnnnnnn



ase stugy - = :
Insights to assist if product tampering

occurs

It it’s your product ... or product type

* Know the key product and
issue elements

 Alert your colleagues FAST
(don’t forget front line)

* ONE media contact —

* They decide how/when/where
and who responds

* Spokesperson — CEOQ/QA ... it i

NOT sales! ©
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Case study - = :
Insights to assist if product tampering
occurs

5AST 28 PEOPLE ILL FROM PACKAGED GOODS =1}/
AUTHORITIES FEAR MANY FURTHER CASES com.au

Collateral impacts - best solved with good relationships
(customers, media advisors) @
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Insights to assist if product tampering

occurs

Meanwhile

~ Y

r\\sm\,&\*‘“ e 9 p erce pt | ons

(/I.‘

A
S “D Q)N'l“ S .
=3 G? g&® of product

i e ' 9

"® — . \
SYDNEY SHOPPER FINDS SPIDER IN BAG OF SALAD MIX PER

You

one million views!




Insights to assist if product tampering

occurs

Meanwhile ... in the background

Look through a customer and consumer lens ...

» Their perception is your reality 3
t

» Brand owner - every piece of feedback required i.}TL';E BE TTUE
FULL investigation Pl AL THinee
» Precautionary withdrawals f

Pressure test your vulnerabilities
* Walk your chain ... don’t make assumptions

s
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Insights to assist if product tampering

occurs

5t February 2016

54 cases Mixed salad salmonelia anatum
(no deaths reported)

Did you involve your legal team in your crisis
communications dry run?

‘‘‘‘‘‘‘



Insights to assist if product tampering
occurs

Victorian Health Department said 143
people were believed to have fallen ill
with salmonella after eating a range of
pre-packaged lettuce products
produced by Tripod Farmers.

You can’t control pitch Tasmanian lettuce grower
and pace of all Houston’s Farm hithard by

) interstate salmonellascare
messaging ... but always S

know and work to
| LETTUCE grower Houston’s Farm could begin shedding casual staff
co nt rO I yo u r OW n H within a week if a sales slump sparked by an interstate salmonella

scare is not turned around.
Houston'’s sales dropped 40 per cent last week after a Victorian producer’s
packaged lettuce products were found to contain the bacteria.

!!!!!!




Insights to assist if product tampering

occurs

Meanwhile ...

Check your sales and marketing strategies

* Range rationalisation
* If your SKU is part of the collateral damage, don’t ignore it
* Consider product launch timing

Consumer relationships — what do you need to do

to regain trust?

* Feedback - get out and seek it

* Know pitch and pace of consumer

* Be part of the consumer journey for information




What if you suspect tampering?

Remember INK

KEEP

CALM

AND

WRITE IT
DOWN

Investigate

mmmmmmm
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What if you suspect tampering?

&
KEEP

Remember INK o

WRITE IT
DOWN

Question individual who called

* Which product
Investigate * What date
 Where did you purchase it
 When did you identify problem?
* Can you get the product AND
packaging back?

nnnnnnnn



What if you suspect tampering?

&

KEEP
CALM
Remember INK o
DOWN
Investigate the “what”

* Follow your procedure

* Check your samples
Investigate

(if you don’t have any, go and buy
one!)
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What if you suspect tampering?

&

KEEP

Remember INK £

WRITE IT
DOWN

ALWAYS INVESTIGATE FIRST

Be ethical, transparent, and honest
—remember who this could impact!

Follow your crisis management plan

Who do you call and when?



What if you suspect tampering?

&

Remember INK e

AND

WRITE IT
DOWN

You will be asked questions:

* [dentify origin (produce, packaging,

packing)
Investigate  Were there any issues that occurred

on the day?

* Inspect equipment of any clues

* Know your team

* Did you have visitors or contractors
on site? @
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What if you suspect tampering?

&

KEEP

Remember INK o

DOWN

Resolve if this is an acute or
chromic occurrence

Investigate Product recall

Third party investigation (police,
regulator, customer)

Your Corrective Action @
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What if you suspect tampering?

&
KEEP

Remember INK A

WRITE IT
DOWN

Complete final reports

Share information with appropriate
parties

Retain samples of product in
question under proper storage
conditions

Be available @

nnnnnnnn



What if you suspect tampering?

Rumination #12: The most dangerous part
of  crisis is the aftermath because
everyone wants to forget it and move on.

*Crists ower!
Tinse 10 rvan”

!!!!!!



What if you suspect tampering?

Crisis & Recovery communications

Team member with Team member Team member

sales or customer Social media Traditional media
experience

Coordinates all communication Manages hotline with technical Monitor on-line media trends Advertising alerts

team related to the crisis
Regular stakeholder review Works closely with marketing Consumers will look to your Public service announcements
meetings with CEO on key messages Facebook and Web for
(understands who your communications
leadership team is talking
with)
Crafts key messages and Captures all enquiries and Reputation monitoring (FB, Stories of YOUR journey — be
distributes — sets the contact points on database Twitter, Youtube) — work with  sensitive to what social media
parameters also for how you (including intent to Sales to understand how these s telling you.
will respond to social media repurchase) trends can impact on strategy
Handles media and influencer ~ Analyses and reports on Monitor customer feeds for Involve key influencers
coms inquiry trends trends including politicians
Don’t forget to tell YOUR story Captures data related to @

refunds or other offers optimum



Your Food Defence Plan

mmmmmmm
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Your Food Defence Plan

F12 Food defence vulnerability assessment and control plan (example)

Business name: Great Awstralian Prodiice

Input/end product Food defence threat Control plan
Opewn (public/unauthorised persons) access tor
Access to-produiction. owWi
production areas and water sowrce: Potential for | pr ) WWQ‘V ne
Water ) ) sites/water sowrces iy restricted to-
deliberate contowmination of water sotuce, cwithorised bersons:
resulting in contuunination of crop. P ’
. . Review of coal seoun gay ing- activity
- Contoumination of ground water ay o resudt of ! ] of :w ) fracking 24
Ground water fracking activity (coal secumn ) i redi and input areas. Consideration of
Y g 9 ) alternative waler sowrces if required.
Completed by: A Growes Date completed: 1/3/16
FRESHCARE FOOD SAFETY & QUALITY EDITION 4 — FORM REF1606 F12 FOOD DEFENCE VULNERABILITY ASSESSMENT AND CONTROL PLAN (EXAMPLE) @

optimum

standaed



Your Food Defence Plan

WORKSHOP - Build / Review your Plan

F12 Food defence vulnerability assessment and control plan (example)

Business name: Great Australiown Prodiwce

Input/end product Food defence threat Control plan

Open (public/unauthorised persons) access to-

Accesy to-produiction oWl

production cueay ond water sowuce: Potentialfor | . pr ) Wm/gfr g
Water i ) sites/water sowurcey Ly restricted to-

deliberate contounination of water sowuce;, horised ber

resulting inv contomination of crop. P ’

. . Review of conl se ing activit
R Contounination of grownd weter ay o resudt of ’ ) of semgas fracking Y
Ground water fracking actvity (coal seaum ) iroreds and input aweay: Consideration of
Y gok gron alternative water sowrces if requived:
Completed by: A Growes Date completed: 1/3/16
FRESHCARE FOOD SAFETY & QUALITY EDITION 4 — FORM REF1606 F12 FOOD DEFENCE VULNERABILITY ASSESSMENT AND CONTROL PLAN (EXAMPLE) @

optimum

standaed



What makes your Plan functional?

Meets all FOUR of the following:

1: Developed — documented and
signed

2: Implemented — practices are
followed

3: Tested — monitored and validated

4: Reviewed and Maintained
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Thank you
for your
participation

We help build better futures for business



